How TOSECUREYOUR BVAILSWITH PCP?

| ntroduction

In ternet has been designed for communication, not for security. Security makes communication harder and more

restrictive. But since the Internet is the mirror of our society, it's sometimes a good choice to restrict a

communication to a small group of trusted people...

PGP basics

For detailed information about how PGP works please refer to . http://en.wikipedia.org/wiki/Pretty Good_Privacy

To make it digestible, let's summarize it by the following points:

To send and receive encrypted emalils, everyone must have a PGP key,
A PGP key is made of a Public key and a Private Key,
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page,

access but you.

To send a encrypted email to somebody, your friend has to send you his/her public key first,
To receive encrypted ema ils, you have to send your friend your public key,

If you send a mail to someone who hasn't got a PGP key, then this mail will be sent in "Clear"

> > >

The public key is meant to be public, so you can send it to anyone and upload it to an Internet

The private key _MUST NOT_  be sent to anyone and must be saved in a safe place nobody can

What you need
Vegaplanet
An email account with an IMAP and SMTP access is required for this to work. Vegaplan et can provide you
with a free and unlimited email address. The server is located in Switzerland (legally outside the EU). Y our

mails will be stored encrypted on the Vegaplanet server and not on your local computer.

Worldwide services such as Gmail, Yahoo, Hot mai | as wel | as | ocal

services

considered as regular email accounts and shoul dndét be

Mozilla Thunderbird

Good points

It's an efficient and open source email client including a effic ient spam filter,

Runs on almost every  flavour of Windows, Linux, UNIX and MacOS,

All versions are compatibles between each other so you only have one folder to backup and
restore in case you want to migrate your mails and preferences to another computer,
Supports a wide variety of plug -ins includi ng PGP/GPG for mail encryption.
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http://en.wikipedia.org/wiki/Pretty_Good_Privacy

Bad points

| A When using a software email client such as Thunderbird, you lose some of the flexibility of
webmail services such as Gmail, yahoo and hotmail. It means you might not b e able to read

your encrypted emails from an Internet café or your workplace (unless you install another

copy of Thunderbird there, which introduces some issues about your privacy). As a result,

you'll only be able to read and send your encrypted emails fr om your personal computer.

Eniamail & GnuPG

Good points
A This plug -in is very stable and well integrated to Thunderbird,
. A Runs on Windows, Linux, UNIX and MacOS,
A Comes witha very efficient Key management,
- A Enigmail is open source.

Getting started

| nstallation on Linux

Linux users should install Thunderbird and Enigmail using their package manager. The installation process differs
according the Linux  flavour you're using. Here are the following packages to install:

A malil -client/mozilla  -thunderbird
A app-crypt/gnupg
A x11 -plugins/enigmail

| nstallation on windows

A Download the Enigmail plug -in for Mozilla Thunderbird at the following location:
http://enigmail.mozdev.org/download

A Download GnuPG for windows at the following location: ftp://ftp.gnupg.org/gcrypt/binary/gnupg -w32cli -
1.4.9.exe
Install  GnuPG for Windows using the defaults settings,

A Download Mozilla Thunde rbird at the following location: www.mozilla.com/thunderbird
Install  Mozilla Thunderbird,

A Once Thunderbird is installed on your computer, you can delete the installer file


http://enigmail.mozdev.org/download
ftp://ftp.gnupg.org/gcrypt/binary/gnupg-w32cli-1.4.9.exe
ftp://ftp.gnupg.org/gcrypt/binary/gnupg-w32cli-1.4.9.exe
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http://www.mozilla.com/thunderbird

Configuration

St art Thunderbird , a wizard will show up and will ask you some questions:

7S Import Wizard

Import Settings and Mail Folders From

Import Preferences, Account Settings, Addressbook and
other data from:

@ Don't import anything

Choose the " Don't import anything " option, then click"  Next ".



& Account Wizard

Identity

Each account has an identity, which is the information that
identifies you to others when they receive your messages.,

Enter the name you would like to appear in the “From" field
of your outgoing messages (for example, "Jobn Smith',

Your Mame: [me

Enter your email address, This is the address others will use
to send email to you (for example, "user@example.net"),

Ermail &ddress: [me@vegaplaﬂet.nrg

Enter yo ur nickname (Don't use your real name!) and your email address, then click " Next "



& Account Wizard

Server Information

Select the type of incoming server you are using.

O POP @ IMAP

Enter the name of your incoming server (for example,
"mail.exzample.net"),

Incoming Server: [mail.vegaplanet.nrg

Enter the name of your outgoing server (SMTR) (far
example, "smtp.example. net',

Qutgoing Server: [mail.vegaplanet.urg

Tick the " IMAP " button, enter"  mail.vegaplanet.org "asthe" Incoming "and" Outgoing server " as above, then
click" Nex t".



& Account Wizard

User Mames

Enter the incoming user name given to you by your email
pravider (for example, "ismith™),

Incoming User Mame: [me@vegaplaﬂet.urg

Your outgoing (SMTP) server, "mail.vegaplanet.org”, is
identical to your incoming server, Yyour Incomming User nanme
will be used to access it You can modify outgoing server
settings by choosing &Account Settings from the Tools menu.

Enter your email address again, then click " Next ".



& Account Wizard

Account Mame

Enter the name by which you would like to refer to this
account (for example, "Waork Account”, "Home Account” or
"Mews Account',

Account Mame: [Uegaplanet

Give " Vegaplanet " as the account name, then click " Next ".



& Account Wizard

Congratulations!

Flease verify that the information below is correct,

Account Mame: Yegaplanet

Email Address: me@vegaplanet.org
Incorming User Mame: me@yvegaplanet.org
Incorming Server Namme: mail.vegaplanet.org
Incoming Server Type: IMaP

Dutgoing User Mame: me@yegaplanet.org
CJutgoing Server Mame (SMTR):  mail vegaplanet.org

Click Finish to save these settings and exit the Account
Wizard,

: Cancel | | Back | | Finish

Click " Finish "
il

& Mail Server Password Required

2.2"' Enter your password for me@vegaplanet.org@mail . vegaplanet.org:

[

Lse Password Manager to remember this password,

Cancel | |

This dialog box will show up. Give your password , then click" OK™.
If everything goes right, Thunderbird will download your mails.

If you don't see any mails, do n't panic, your mailbox is empty ;)

The most important thing in this part is that no error message shows up.



i Inbox for mem@mvegaplanet.o

File Edit Wiew Go Message ¢

&/ N
Get Mail Write Address Book
All Folders ‘o H

='[-1¥egaplanet
= Inbox
# LJ Local Folders

In the left part of the Thunderbird window, right click on "Vegaplanet"

configuration looks like the screenshots below:

, select" Properties

", then make sure the



& Account Settings

=l ¥egaplanet
Server Settings
Copies & Folders
Composition 2 Address...
Offline 2 Disk Space
Junk Settings
OpenPGP Security
Return Receipts
Security

=l Local Folders
Disk Space Email Addrass: [me@wegaplanet.urg
Junk Settings

Outgoing Server (SMTP) Reply-to Address: [

Account Settings - <Vegaplanet:>

Account Mame: [Uegaplanet

Default Identity

Each account has an identity, which is the information that other
people see when they read your messages,

Yaour Mame: [me

Organization: [

[ Attach this signature:

[ ]

[ | Attach my ¥Card ta messages | Edit Card...|

Cutgoing Server (SMTP: | me@vegaplanet.org - mail.vegapla.s |

Manage IdentitiES...|

Sdd Account, .,

Eemove Account

Make sure your nickname and your email address are correct here.



is Account Settings

+ Gmail

+ digitalsook

=l vegaplanet Server Type:  IMAP Mail Server
SErv.er Settings Server Mame: [mail.vegaplanet.urg | Port: [E| Default: 993
Copies & Folders
Composition & Address...  User Name: [me@vegaplanet.nrg |
Offline & Disk Space
Junk Settings Security Settings
DOpenPGP Securty
Feturn Receipts
Security

+ Local Folders [ | Use secure authentication

outgoing Server (SMTR]

Server Settings

Use secure connection:
O Mever (O TLS, if available © TLS @ Ss5L

Server Settings

Check for new messages at startup

Check for new messages every | 10 | minutes

When I delete a message: | Move it to the Trash folder | < |

Clean up ("Expunge") Inbox on Exit : :
[ | Empty Trash on Exit | ﬂ-diaﬂCEd---J

Local directory:

[fh|:|mefrn:u:nt,-’.thunderbird,-“894d3|::|:|y.defaultﬂmapr'-ﬂailfmail.vegapl| | ﬂruwze...‘l

Sdd Account, .,

Set as Default

Remove Account

Change t he port number to 993,
Inthe " Security settings " options, don't forget to select " SSL", then make sure your config window looks like the
screenshot above:



T =

+ Gmail

T Copies & Folders
+ digitalsook

=l vegaplanet When sending messages, autormatically:
Server Settings

Copies & Folders
Compasition & Address... @ "Sent" Falder on: | vegaplanet
Offline & Disk Space ) -
Junk Settings L Dther:
DOpenPGP Securty
Feturn Receipts
Security [ Boc these email addresses: [
* Local Folders
outgoing Server (SMTR] Drafts and Templates

Flace a copy in:

Place replies in the folder of the message being replied o

Keep message drafts in:

@ "Drafts" Folder on: | yegaplanet

) Cther:

Keep message templates in:

@ "Templates" Falder on: | yegaplanet

(1 Other:

[ | Show confirmation dialog when messages are saved

Sdd Account, .,

Set as Default

Remove Account

Don't forget to select the " Place replies  in the folder of the message being replied to " option.



is Account Settings

+ Gmail

+ digitalsook

=lvegaplanet Compaosition
Server Settings
Copies & Folders
Composition & Address...
Offline & Disk Space ) .
Junk Settings Then, | start my reply above the quote < |
OpenPGP Security
Feturn Receipts
Security

+ | ocal Folders Addressing

outgoing Server (SMTR]

Composition & Addressing

Compose messages in HTML format

Sutomatically guote the original message when replying

YWhen looking up addresses:
@ Use my global LDAP server preferences for this account

) Use a different LDAP server:

Sdd Account, .,

Set as Default

Remove Account

Make your configuration looks like the screenshot above:



& Account Settings

='vegaplanet _ Qutgoing Server (SMTP) Settings
Server Settings

Copies & Folders Althouagh you can specify more than one outgoing server (SMTR],
Composition & Address...  this is only recommended for advanced users, Setting up multiple
Offline & Disk Space SMTP servers can cause errors when sending messages,

Junk Settings
OpenPGP Security
Return Receipts |
Security

=l Local Folders
Disk Space
Junk Settings

Cutgoing Server (SMTR)

me@yvegaplanet.arg - mail.vegaplanet.org (Default) | Add...

Description:  <not specifieds=
Server Mame: mail.wegaplanet.org
FPort: O
zgr Mame: me@vegaplanet.org
Secure Connection: Mone

Sdd Account, .,

Select " Outgoing Server (SMTP) " in the right part of the config screen, then click on " Edit "..



& Account Settings

= vegaplanet _ Qutgoing Server (SMTP) Settings
Server Settings

Copies & Folders Althouagh you can specify more than one outgoing server (SMTR],
Composition & Address...  this is only recommended for advanced users. Setting up multiple
Offline & Disk Space SMTP servers can cause errors when sending messages,

Junk Setbings g
[T & SMTP Server

CipenPiGP Securit
Return Receipts
Security

=l Local Folders Description: [
Disk Space
Junk Settings Server Mame: [mail.vegaplanet.urg

Qwtgoing Server (5

Settings

Port: | 587 Default: 25

Security and Authentication

Use name and password

User Mame: | me@vegaplanet.org

Use secure conneckion:
() Mo @ TLS, if available O TLS (0 S5L

Cancel | | ]34

Sdd Account, .,

Give a description,

make sure the server name is " mail.vegaplanet.org
Enter " 587 " asthe port number (double check this, if you do it wrong, you won't be able to send any mail),
Finally selectthe " TLS, if available " option for more security, and click " OK"

w vegaplanet - Thunderhird

File Edit Wiew Go Message OpenPGP Tools Help

& Vi N
Get Mail Wirite  Address Book

Select the " Tools " menu, then select the " Add -ons " item,



(™7 & add-ons

oW D

Extensiohs Themes

Ged lr'|5tall...| | @ Find Updates Get Extensions

This window shows the installed plug -ins. If this is the first time you install Thunderbird, you're likely to see an empty
list. Let's install the Enigmail plug -in,soclickon" Install... "

Note : Linux users will not ice Enigmail is already installed, so they can bypass the following step.



P

e Select an extension to install

ElENT

Locatian: [enigmaiI-D.QS.Eu-tb+5m.><r:|i

Places
Ly Search
@I Fecently Used

)
4oyl DEsktop

2 I File System

f:_:ﬂ mydox
f:_:ﬂ Hiobody
f:_:ﬂ incaming

f:_:ﬂ mimetypes

Mame;

f:_:ﬂ mybackup
f:jfumuunt

f:_:ﬂ XsCripts

f:_:ﬂ xhelpers

f:_:ﬂ pysize

british_english_dictionary-1.19-fx+zm+th. =pi

addresshooks_synchronizer-0.8.4-th.zpi

| duplicate_contact_manager-0.6-th . =pi
allow_html_termp-2.0,1-th . =pi
configdate-0.5-th . xpi
header_scroll_extension-0.3.2-th.xpi

enigrnail-0.95.6-th+=m.xpi

Modified
23,/09/07
O4/01/08
O&,/04/08
12/04/08
05/05/08
16/05/02
18/05/08
18/05/08
18/05/08
18/05/02
18/05/08
Today at 2244

Select the Enigmail plug

BEmove

-in you've saved previously, then click on "Open",

Note : The file selector above may look different o n your system.

| Extensions (*.xpi) | <

| Wgancel | | f:_:ﬂgpen




™~ & add-ons

& 2

Extensiohs Themes

/7 Enigmail 0956
OpenPGP message encryption and authentication

| Preferences Disable || Uninstall |

Ged lr'|5tall...| | @ Find Updates Get Extensions

At the end your plug  -in list will look like the screenshot above. You can now close this window.
Close thunderbird and restart it

Now let's generate a new key pair!

< .ui vegaplanet - Thunderbird

File Edit Aiew Go Message OCpenPGP Tools Help

&/ N

Get Mail Write Address Book | Decrypt Reply Reply Al

Selectthe " OpenPGP " menu and choose the"  Key management " item.
A wizard should help you to generate your key pair. If not, or if you cancelled it accidentally, the window below will
show up.



¥ | & OpenPGP Key Management

File Edit Wiew Eeyserver Generate

Filter far user ID's or key ID's containing: [ ] Clear

Account Jf User ID | Key ID Type | Key W, | Owne,.. | Expiry | E‘il

Selectthe " Generate " menu, then choose the”  New Key Pair " item.



[ "% & Generate OpenPGP Key

Sccount f User ID | me <me@vegaplanet.orgs - vegaplanet

Lse generated key for the selected identity

[l Mo passphrase

Passphrase [******** Passphrase (repeat) | *H#ts ks

Comment [

Key expiry | Advanced

Key expires in | | kKey does not expire

:Generate key] | Cancel

kKey Generation Console

MOTE: Key generation may take up to several minutes to complete. Do not exit the application while
key generation is in progress. Actively browsing or performing disk-intensive operations during key
generation will replenish the 'randomness pool' and speed-up the process. You will be alerted when
key generation is completed.

[

Give a passphrase for your private key (this is mandatory!),
Click on the " Key does not expire " option (unless you know what you're doing),
Then click onthe"” Generate Key " button,

[ is OpenPGP Key Management

File Edit Wiew Eeyserver Generate

Filter far user ID's or key ID's containing: [ |

Account / User ID | Key 1D | Type | =N | O rer ... | Ex=p... | E‘il
me <me@vegaplanet.org: ODA970EF pubfsec ultimate ultimate

After a minute, the Key Management window will show your brand new key.

Now let's do one last config step



i Inbox for mem@mvegaplanet.o

File Edit Wiew Go Message ¢

&/ N
Get Mail Write Address Book
All Folders ‘o H

='[-1¥egaplanet
= Inbox
# LJ Local Folders

In the left part of the Thunderbird's main window,
"OpenPGP Security " option.

right click on "Vegaplanet"

, select" Properties

" then select the



i Account Settings

=lyegaplanet
Server Settings
Copies & Folders Support for OpenPGPR encryption and signing messages is provided by
Composition & Address...  Enigmail, You need to have GnuPiG (gpg) installed in arder to use this
Offline & Disk Space feature.
Junk Settings Enable OpenPGP support (Enigmail) for this identity
CpenPGP Security
Return Receipts ) Use email address of this identity to identify OpenPGP key
SEEUEy @ Use specific OpenPGP key 1D (0x12344BC0);

=l Local Folders ) )
e — | Dx0DA97OEF | | select Key ... |
Junk Settings

outgoing Server (SMTR]

OpenPGP Options (Enigmail)

Message Composition Default Options

[ | sign non-encrypted messages by default

[ | Sign encrypted messages by default

Encrypt messages by default

Slways use PGPMIME

Advanced ...

Send 'OpenPGP' Header

[] Send OpenPGP Key 1D

Sdd Account, .,

[ Send URL for key retrieval:

Remove Account

Click on " Enable OpenPGP support

Click onthe " Use specific OpenPGP key ID " option and click on the " Select Key " option,
Select your key when prompted,
select the " Encrypt messages by defaults "and" Always use PGP/Mime " options,

Then click on the" Advanced " button.



Inthe " Remember passphrase " option, choose 240 minutes (or more),
Click onthe " Display expert settings " option, then clickon"  OK"

= vegaplanet - Thunderbird

File Edit Aiew Go Message OCpenPGP Tools Help

A

Get Mail Write Address Book | Decrypt Reply Reply Al

Selectt he " OpenPGP " menu and choose the"  Preferences "item.



